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Abstract of the contribution: The contribution discusses and proposes a new solution for supporting AIOT Devices for Topology 2 using AIOTF, which works together with Solution #8 which focuses on Topology 1. It was S2-2404492 in SA2#162.

1. Introduction
Ambient IoT devices are IoT devices powered by energy harvesting, being either battery-less or with limited energy storage capability (e.g. using a capacitor). It can have, e.g., lower complexity, smaller size, reduced capabilities and lower power consumption than previously defined 3GPP IoT devices. The data rate of Ambient IoT devices is usually low. 
Solution#8 “Inventory for AIoT Devices using AIOTF” was included in the TR 23.700-13 in SA2#161. In this solution, the system architecture and the solution for topology 1 are described.
This pCR proposes an aligned solution to enable the support of Ambient IoT devices for topology 2.
Update in SA2#163: 
Step 2 in clause 6.X.2.3 is to let AIOTF determine Intermediate UEs based on UE location and the area information provided by AF. 
When determining Intermediate UEs, AIOTF is not aware of the CM state of the Intermediate UEs. In case Intermediate UEs are in CM-IDLE state, the location information may not be accurate. Some Intermediate UEs may move out from the intended area, so that they cannot be used as Intermediate UEs for the AF request.
[Proposal-1] NG-RAN does not release authorized Intermediate UEs to RRC_IDLE state, to ensure that AIOTF can determine Intermediate UEs properly.
There is an EN in step 2:
Editor's note:	It is FFS whether NG-RAN can be involved in Intermediate UE determination.
AIOTF is aware of the location information of the Intermediate UEs, so AIOTF can choose the candidate Intermediate UEs. However,  as NG-RAN understands UE better on the aspects like UE radio condition, NG-RAN can make the further optimization in determining Intermediate UEs, to ensure larger coverage and less interference.
[Proposal-2] Involve NG-RAN in the determining Intermediate UEs.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-13 v0.3.0:
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[bookmark: _Toc500949101]This solution proposes a complementary solution to Solution #8. It enables the support of Ambient IoT devices for topology 2, which addresses KI#1, KI#2 and KI#3. Together with Solution #8 which focus on Topology 1, the solutions can support AIoT devices for both Topologies.
In this solution, it is AIOTF who is in charge of the intermediate UE for the Ambient IoT operations, including determining intermediate UEs, sending operation commands to and receiving results from intermediate UEs. As the licensed spectrum is owned by MNO, it is proposed to let network provide the radio resource information towards the intermediate UEs about the spectrum information for the over-the-air interface between Intermediate UEs and AIoT devices.
6.X.1.1	Reference Architecture
The Figure 6.X.1.1-1 illustrates the architecture for supporting AIoT Devices using AIOTF for Topology 2:


Figure 6.X.1.1-1: System Architecture of Supporting AIoT Devices using AIOTF for Topology 2 
This solution focuses on Topology 2, which works together with Solution #8 addressing Topology 1.
The functional entities defined in Solution #8 and TS 23.501 [4] are reused with the exception for the following additions:
-	UDM/UDR: The authorization information of Intermediate UE for AIoT is stored in UE subscription data
-	AMF: Receive AIoT capability information from UE and authorize based on the subscription data in UDM/UDR.
-	NG-RAN: Provide spectrum information towards authorized intermediate UE.
-	Intermediate UE:
-	Provide Ambient IoT capability information to AIOTF and receive the authorization information
-		Receive the instruction from AIOTF and perform Ambient IoT operations (e.g., inventory, command, etc.) on the proper spectrum. The radio resource information is received from NG-RAN
-	Ambient IoT Function (AIOTF): AIOTF is introduced to support AIoT services, with some AMF's functionalities integrated, which includes:
-	Inventory handling and device context management.
-	Command delivery.
-	Authentication and authorization for the access, which triggers interaction with AUSF/UDM.
-	Collect charging data and interact with CHF for charging.
-	Routing the request from AF (via NEF) to Intermediate UEs, for DO-DTT/DT traffic types.
-	Routing the response from Intermediate UEs to AF (via NEF) for DO-DTT traffic type.
6.X.1.2	Protocol Stack
The Figure 6.X.1.2-1 illustrates the protocol stack:


Figure 6.X.1.2-1: Protocol Stack for Supporting AIoT Devices using AIOTF for Topology 2
[bookmark: _Toc92875663][bookmark: _Toc93070687]Within the protocol stack, the AIOT Device NAS layer, AIOT AS layer and App layer are defined as Solution #8.
As UE reader is used in Topology 2, which is different form the RAN reader in Topology 1, the following layer is proposed specific in this solution:
 -	AIOT UE NAS layer: The NAS protocol between AIOTF and UE readers. Besides the 5GMM NAS and 5GSM NAS, it can be defined as a new NAS (e.g. 5GAIOT NAS) which is piggybacked in 5GMM NAS transport messages.
[bookmark: _Toc157661586]6.X.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]NOTE:	The message names in the procedures below are descriptive. It is assumed that the names are updated with corresponding SBI based names where applicable during the normative phase.
6.X.2.1	AIoT Service Authorization for Intermediate UE
The Registration procedure for UE is performed as defined in clause 4.2.2.2 of TS 23.502 with the following additions:
-	UE includes the AIoT Intermediate node capability as part of “5GMM capability” in Registration Request message.
-	The AMF obtains the AIoT Subscription data as part of the user subscription data from UDM using Nudm_SDM service
-	The AMF determines whether the UE is authorized to work as Intermediate UE for AIoT based on UE’s AIoT Intermediate node capability and the AIoT Subscription data. The AMF includes the authorization information as part of UE context in NGAP message sent to NG-RAN.
In Service Request procedure, N2 Handover prodcure, Xn Handover procedure, and when receiving Subscriber Data Update to AMF, the AMF includes the authorization information in NGAP message sent to NG-RAN.
After NG-RAN receives the authorization information in the NGAP message from the AMF that the UE is authorized as an Intermediate UE, it does not release the UE to RRC_IDLE state afterwards. The UE can be released to RRC_INACTIVE when needed.6.X.2.2	AIOTF Keep Track of Intermediate UE
For authorized Intermediate UEs (Those Ambient IoT Capable UEs which have been authorized by the AMF as described in clause 6.X.2.1), in Initial Registration procedure as defined in clause 4.2.2.2 of TS 23.502 [5] with the following additions:
-	The AMF sends Create UE Context Request to the AIOTF for the Intermediate UE, so that the AIOTF may select the Intermediate UE for AIoT operations.
In Deregistration procedure as defined in clause 4.2.2.3 of TS 23.502 [5], the following additions are performed:
-	The AMF sends Release UE Context Request to the AIOTF for the Intermediate UE, so that the Intermediate UE will no longer be used.
The AIOTF can subscribe the UE mobility event of the Intermediate UE towards the AMF to be updated for the location information.
6.X.2.3	Application Inventory Procedure
The Inventory procedure can be initiated by the AF to discover one or more AIoT devices in a specific area via Intermediate UEs.



Figure 6.X.2.3-1: Inventory Procedure 
1.	AF sends Inventory Request to the AIOTF, which is the same as step 1 – 4 in Figure 6.8.2.1-1 in Solution #8.
2a.	The AIOTF generates the candidate UE list for the Intermediate UEs to be used, based on the location information for the Intermediate UEs, as well as area information provided by the AF.
2b.	The AIOTF sends Determine UE Request to the AMF with the candidate UE list and the area information.
2c.	The AMF sends N2 message: Determine UE Request to the NG-RAN with the candidate UE list and the area information. The AMF may send to multiple NG-RANs within the area.
2d.	The NG-RAN selects the most appropriate UEs based on the candidate UE list and the area info. The NG-RAN needs to consider the location of the UE, optionally the spectrum support of the UE, to ensure the coverage of the area with less interference among the UEs.
2e.	The NG-RAN sends N2 Message: Determine UE response to the AMF with the determined UE list.
2f.	The AMF aggregates the responses and send Determine UE response to the AIOTF with the determined UE list.
3.	The AIOTF creates and sends the 5GAIOT NAS message to request each of the Intermediate UE(s) in the determined UE list to perform the Inventory. The 5GAIOT NAS message is delivered via the AMF and the NG-RAN. 
4.	The Intermediate UE determines radio resource or requests NG-RAN to determine radio resource, which is used between AIoT Devices and Intermediate UE.
5.	The Intermediate UE initiates inventory based on device information as well as the inventory strategy information provided by the AF. The Intermediate UE may provide reader identity information to enable the AIoT devices to understand they are read by which Intermediate UE. Considering the mobility of the Intermediate UE, the reader identity information can be a combination of a UE ID and the location information.
6.	The AIoT Device reports the device ID to the Intermediate UE. If the Inventory procedure indicates delta inventory only, and the AIoT Device has performed the inventory procedure towards this reader, it should skip the reporting. The device capability index can be provided by AIoT device optionally.
7.	The Intermediate UE creates the 5GAIOT NAS message and sends it towards the AIOTF, including the AIoT Device ID and optional device capability index. The Intermediate UE may further provide location information (ULI) of the device, if requested from the AIOTF and allowed by local policy. The Intermediate UE may further provide an end indicator to inform the AIOTF whether it is the last inventory response for the inventory round.
NOTE X: It’s up to RAN3 to determine the details and enhancements of the location information.
8.	The AIOTF validates the concealed device ID via interacting with AUSF and UDM. The AIOTF may further get the device capability information from the device capability profile stored in the UDM based on the device capability index provided by the device.
9.	The AIOTF together with AUSF and UDM, triggers authentication and authorization procedures (i.e., like the authentication request/response between UE and network) towards the AIoT device. In Topology 2, the message between the AIOTF and the AIOT device is transmitted via the Intermediate UE over 5GAIOT NAS.
Based on the device capability information from UDM, if the AIoT device is capable of storing received parameters for a longer period, step 10 - step 11 are executed:
10.	The security mode negotiation and security parameter exchanges are performed (i.e., like the security mode command/complete between UE and network). In Topology 2, the message between the AIOTF and the AIOT device is transmitted via the Intermediate UE over 5GAIOT NAS.
11. The AIOTF may further allocates CN device ID and sends to the AIoT device.
12.	The AIOTF registers with the UDM (UECM) for the device access.
13. The AIOTF may further aggregate the reported device IDs and send to AF via the NEF, as step 14 – 16 in Figure 6.8.2.1-1.
6.X.2.4	Periodic Inventory
The periodic inventory may be requested by the AF, so that network can trigger the inventory periodically without the request from the AF directly. 
Considering the movement of the Intermediate UE, and the inventory is based on area information, the periodic inventory should be initiated by the CN (i.e., the AIOTF), which follows the instructions from the AF. When the period expires in the AIOTF, the AIOTF determines the Intermediate UEs based on the area information from the AF and the location information for the Intermediate UEs. Step 2-10 in Figure 6.X.2.3-1 are executed.
6.X.2.5	Command Procedure
[bookmark: _Toc157661587]The command procedure is initiated by the AF to request one or more specific AIoT devices or a group of AIoT devices in an area to execute the command. The command can be read, write, enable, disable, or execution request from the AF. The command result from the devices may or may not be required.
Editor's note:	The command for enable/disable is to be studied by SA3, and to be aligned with SA3.


Figure 6.X.2.5-1: Command Procedure 
1.	The AF sends Command Request to the NEF, containing the command to be executed, area information, device information, optional inventory strategy information, and optional report aggregation info.
-	The command is to be executed in the AIoT devices. It contains the command (e.g., read, write, execute, etc.) together with the command parameters. The command specific parameters (e.g. what to be executed) are to be included in an app layer container between AF and AIOT devices.
-	The area information could be the external geographical area information.
-	The device information could be device ID, device group ID, and/or external device type.
-	The location required indicates whether the AF requests the location information of the AIoT devices provided.
-	The report aggregation info indicates whether the reports need to be aggregated or not for a specific aggregation period, and whether the reports are needed after the aggregation period.
2.	The NEF authorizes the request from the AF and perform the area translation to translate external area information to the internal area information. Within the authorization, the NEF further check whether the AF is authorized to get the location information of the device. The NEF map the external device type to internal device type (i.e., device 1, device 2a, device 2b, etc.).
NOTE X: It’s up to RAN to determine whether the device type is useful or not.
Depending on whether area information is provided, step 3a or step 3b is performed:
3a.	If area information is provided, the NEF sends NRF query with internal area information to query AIOTFs serving the area.
3b.	If area information is not provided, and device ID(s) are provided, the NEF query the serving AIOTF from UDM.
4.	The NEF sends the Command Request to the AIOTFs with the command, internal area information, device information, device type, and optional location required information.
5.	The AIOTF allocates a Transaction ID for the command, which is unique per command. The AIOTF creates the AIOT Device NAS request message for the devices, based on the command information from the AF. The AIOTF get the registered devices, which match the device information. If no registered devices, step 6 – 13 are skipped.
6.	The AIOTF creates the 5GAIOT NAS request message and sends to the Intermediate UE to deliver the Command. The 5GAIOT NAS request message contains the AIOT Device NAS message, CN allocated device IDs for the registered devices, the Transaction ID, and optional location required information. The 5GAIOT NAS message is delivered via the AMF and the NG-RAN.
7.	The Intermediate UE determines radio resource or requests NG-RAN to determine radio resource, which is used between AIoT Devices and Intermediate UE.
8.	The Intermediate UE initiates command delivery for the AIOT Device NAS request message based on CN allocated device IDs, using dedicated signalling. Transaction ID is also included.
NOTE X: RAN signaling details are to be further studied by RAN WGs.
9.	The AIoT Device executes the command, creates an AIOT Device NAS response message containing the command result and delivers the AIOT Device NAS response message, if the result needs to be sent back. The application specific result can be included in an app layer container.
10.	The Intermediate UE creates the 5GAIOT NAS response message, including the AIOT Device NAS response message, and sends to the AIOTF. The Intermediate UE may further provide location information (ULI) of the device, if requested from the AIOTF and allowed by local policy. The 5GAIOT NAS message is delivered via the NG-RAN and the AMF.
NOTE X: It’s up to RAN3 to determine the details and enhancements of the location information.
11.	The AIOTF gets the command result from the AIOT Device NAS response message. The AIOTF may perform aggregation for the device ID, based on the report aggregation information provided by the AF. Within the aggregation period, the AIOTF will buffer the command results reported from the AIoT devices. The AIOTF may stop buffering and send report immediately, if it receives end indicator from the Intermediate UE in step 10. When the aggregation period expires, the AIOTF sends the report. For those command result after the aggregation period, if it is needed by the AF, the AIOTF sends the report. Otherwise, it will be dropped.
12.	The AIOTF sends Command Response or Notification Request towards the NEF for the command result or the aggregated command result information.
13.	The NEF sends Command Response or Notification Request towards the AF for the command result or the aggregated command result information.
If the AIOTF determines all required devices have executed the command (e.g. when AF provide the device ID(s) and those devices have executed the command in step 7 – 8), the following steps are skipped.
14.	For those unregistered devices(s), the AIOTF initiate Inventory procedure as step 3 – 12 in Figure 6.X.2.3-1 (step 11 – 12 will be skipped, if the device is not able to persistent received information). In the inventory the Transaction ID is delivered, so that the registered devices which have executed command do not respond this inventory request from the Intermediate UE.
15.	The AIOTF creates the 5GAIOT NAS request message and sends to the Intermediate UE to deliver the Command to the responded device. The 5GAIOT NAS request message contains the AIOT Device NAS request message, AIoT device ID and optional location required information. The 5GAIOT NAS request message is delivered via the AMF and the NG-RAN.
16.	The Intermediate UE determines radio resource or requests NG-RAN to determine radio resource, which is used between AIoT Devices and Intermediate UE.
17.	The Intermediate UE initiates command delivery for the AIOT Device NAS request message to the device.
18.	The AIoT Device executes the command, creates an AIOT Device NAS response message containing the command result and delivers the AIOT Device NAS response message, if the result needs to be sent back. The application specific result can be included in an app layer container.
19.	The Intermediate UE creates the 5GAIOT NAS response message, including the AIoT Device NAS response message, and sends to the AIOTF. The Intermediate UE may further provide location information (ULI) of the device, if requested from the AIOTF and allowed by local policy. The 5GAIOT NAS message is delivered via the NG-RAN and the AMF.
20.	As step 11 – 13, the AIOTF get the command result from the AIOT Device NAS response message. It may perform the aggregation and send to NEF. The NEF delivers to the AF.
6.X.3	Impacts on services, entities and interfaces
Editor's note:	The services, entities and interfaces are FFS.
* * * End of Change * * * *
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